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UNIT IV
SWITCHING:

• Switching is a solution or an alternate to using meshed network. A network is a collection of connected nodes. When we have multiple devices, there’s the question of how to connect them,
the best way is to connect a device to every other device to form  mesh topology, but that would result in a waste of resources.
• A Switch is a device capable of creating temporary connections between two or more devices linked to the switch.
• A Switched network consists of a collection of interlinked nodes called switches.
• In a switched network some of the nodes are connected to the end devices while others are only used for routing.
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• In the above figure the Switches are labeled I, II, III, IV and the end nodes are labeled as A, B, C, D, E, F, G. Switch I is connected to end nodes A, B, C and switch III is connected to end node D and E while Switch II is only used for routing.

• There are three types of switching techniques:
1. Circuit Switching
2. Packet Switching
3. Message Switching.





CIRCUIT-SWITCHED NETWORKS:

• Circuit switching takes place at the physical layer.
• A circuit switching network is one that establishes a circuit (or channel) between nodes and terminals before the users may communicate, as if the nodes were physically connected with an electrical circuit.
• An important property of circuit switching is the need to set up an end-to-end path before any data can be sent.
• Example: A telephone call
• The switching equipment within the telephone system seeks out a physical path all the way from sender’s telephone to the receiver’s telephone.
• The actual communication in a circuit-switched network requires three phases:
i. Connection setup
ii. Data transfer and
iii.Connection teardown

Connection Setup
• Before the two parties (or multiple parties in a conference call) can communicate, a dedicated circuit (combination of channels in links) needs to be established.
• The end systems are normally connected through dedicated lines to the switches, so connection setup means creating dedicated channels between the switches.

Data Transfer Phase
• After the establishment of the dedicated circuit (channels), the two parties can transfer data.

Teardown Phase
• When one of the parties needs to disconnect, a signal is sent to each switch to release the resources.



PACKET SWITCHED NETWORKS
• In packet switching network, there is no call setup hence no particular path to be followed by the packets i.e different packets can follow different paths depending upon the network conditions, so the packets may arrive out of order at the receiver.
• Packet Switching is more fault tolerant than circuit switching. If a switch goes down, all of the circuits using it are terminated and no more traffic can be sent on any of them. With packet switching packets can be routed around dead switches.
• Packet switching uses store and forward transmission. A packet is stored in the routers memory and then sent on to the next router. With circuit switching bits just flow through the wire continuously. The store and forward technique adds delay to packet switching networks.
• Packet Switching network differ from circuit switching network in the way in which users are charged.
• With Circuit switching charging is done based on distance and time.
Ex. STD calls are charged more compared to local calls.
• Packet switching networks charge for the volume of traffic.
Ex. MTNL allows 400Mb of internet browsing at Rs 200/-
After this limit of 400Mb is exceeded every MB is charged explicitly.
• In a packet-switched network, there is no resource reservation; resources are allocated on demand.
There are two approaches to packet switching
• Datagram Approach
• Virtual Circuit Approach

Datagram Switching
• Using Datagram transmission, each packet is treated as a separate entity and contains a header with the full information about the intended recipient.
• The intermediate nodes examine the header of a packet and select an appropriate link to an intermediate node which is nearer the destination.
• In this system packets do not follow a pre-established route, and the intermediate nodes (usually routers) do not require prior knowledge of the routes that will be used.
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Figure: A Datagram Network

• Datagram switching is normally done at the network layer
• In a datagram network as packets are treated as independent entities they may take different routes to reach the destination hence may arrive out of sequence at the destination.
• The datagram networks are sometimes referred to as connectionless networks.
• The term connectionless here means that the switch (packet switch) does not keep information about the connection state. There are no setup or teardown phases. Each packet is treated the same by a switch regardless of its source or destination.

• Routing Table
• Each switch (or packet switch) has a routing table which is based on the destination address. The routing tables are dynamic and are updated periodically.
• The destination addresses and the corresponding forwarding output ports are recorded in the tables.
• This is different from the table of a circuit switched network in which each entry is created when the setup phase is completed and deleted when the teardown phase is over.

• Destination Address
• Every packet in a datagram network carries a header that contains, among other information, the destination address of the packet.
• When the switch receives the packet, this destination address is examined; the routing table is consulted to find the corresponding port through which the packet should be forwarded.

Virtual-circuit networks:
A virtual-circuit network is a cross between a circuit-switched network and a datagram network. It has some characteristics of both.
1. As in a circuit-switched network, there are setup and teardown phases in addition to the data transfer phase.
2. Resources can be allocated during the setup phase, as in a circuit-switched network, or on demand, as in a datagram network.
3. As in a datagram network, data are packetized and each packet carries an address in the header.
4. As in a circuit-switched network, all packets follow the same path established during the connection.
5. A virtual-circuit network is normally implemented in the data link layer, while a circuit-switched network is implemented in the physical layer and a datagram network in the network layer.

Addressing
• In a virtual-circuit network, two types of addressing are involved:  Global and local (virtual-circuit identifier).

Global Addressing
• A source or a destination needs to have a global address-an address that can be unique in the scope of the network or internationally if the network is part of an international network.

Virtual-Circuit Identifier
• The identifier that is actually used for data transfer is called the virtual-circuit identifier (VCl).
• A VCI, unlike a global address, is a small number that has only switch scope; it is used by a frame between two switches. When a frame arrives at a switch, it has a VCI; when it leaves, it has a different VCI.



Three Phases
A source and destination need to go through three phases in a virtual-circuit network:
1. setup,
2. data transfer, and
3. teardown

Setup Phase
In the setup phase, a switch creates an entry for a virtual circuit. For example, suppose source A needs to create a virtual circuit to B. Two steps are required:
1. the setup request and
2. the acknowledgment.
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Figure: Setup Request
Setup Request
A setup request frame is sent from the source to the destination. Figure above shows the process.
a. Source A sends a setup frame to switch 1.
b. Switch 1 receives the setup request frame. It knows that a frame going from A to B goes out through port 3.
• It has a routing table which is different from the switching table
• The switch creates an entry in its table for this virtualcircuit, but it is only able to fill three of the four columns.
• The switch assigns the incoming port (1) and chooses an available incoming VCI (14) and the outgoing port (3).
• It does not yet know the outgoing VCI, which will be found during the acknowledgment step. The switch then forwards the frame through port 3 to switch 2.
c. Switch 2 receives the setup request frame. The same events happen here as at switch 1; three columns of the table are completed: in this case, incoming port (l), incoming VCI (66), and outgoing port (2).
d. Switch 3 receives the setup request frame. Again, three columns are completed: incoming port (2), incoming VCI (22), and outgoing port (3).
e. Destination B receives the setup frame, and if it is ready to receive frames from A, it assigns a VCI to the incoming frames that come from A, in this case 77. This VCI lets the destination know that the frames come from A, and not other sources.

Acknowledgment
A special frame, called the acknowledgment frame, completes the entries in the switching tables Figure below shows the process
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Figure: Setup Acknowledgement
a. The destination sends an acknowledgment to switch 3.
• The acknowledgment carries the global source and destination addresses so the switch knows which entry in the table is to be completed.
• The frame also carries VCI 77, chosen by the destination as the incoming VCI for frames from A.
• Switch 3 uses this VCI to complete the outgoing VCI column for this entry.
• 77 are the incoming VCI for destination B, but the outgoing VCI for switch 3.
b. Switch 3 sends an acknowledgment to switch 2 that contains its incoming VCI in the table, chosen in the previous step. Switch 2 uses this as the outgoing VCI in the table.
c. Switch 2 sends an acknowledgment to switch 1 that contains its incoming VCI in the table, chosen in the previous step. Switch 1 uses this as the outgoing VCI in the table.
d. Finally switch 1 sends an acknowledgment to source A that contains its incoming VCI in the table, chosen in the previous step.
e. The source uses this as the outgoing VCI for the data frames to be sent to destination B.
Data Transfer Phase
To transfer a frame from a source to its destination, all switches need to have a table entry for this virtual circuit.
The table has four columns.
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Teardown Phase
• In this phase, source A, after sending all frames to B, sends a special frame called a teardown request.
• Destination B responds with a teardown confirmation frame. All switches delete the corresponding entry from their tables.

ROUTING ALGORITHMS
• The main function of the network layer is routing packetsfrom the source to destination.
• The algorithms that choose the routes and the data structures that they use are a major area of network layer design.
• The Routing algorithm is a part of the network layer software. It is responsible for deciding which output line an incoming packet should be transmitted on.
• Certain properties that are desirable in a routing algorithm are : correctness, simplicity, robustness, stability, fairness, and optimality.

TYPES OF ROUTING ALGORITHMS:
They are of two types:
1. Non-adaptive Algorithms
2. Adaptive Algorithms

1. Non-adaptive Algorithms
• The choice of which route to be selected is planned in advance.
• It does not take into account any kind of metric, measurements or estimates about traffic and topology.
• They are also called Static Routing.

2. Adaptive Algorithms
• The choice of which route to be taken is calculated at runtime.
• The routing decision can be changed if there are any changes in the topology or traffic.
• It takes into account several metrics such as distance, number of hops, estimated transit time, etc.
• They are also called Dynamic Routing.

The Optimality Principle
• The Optimality Principle is a general statement about optimal routes without any concern about the network topology or traffic.
• It states that if router J is on the optimal path from router I to router K, then the optimal path from J to K also falls along the same route.
• To explain this, call the part of the route from I to J as r1 and the rest of the route r2.
• If a route better than r2 existed from J to K, it could be concatenated with r1 to improve the route from I to K, contradicting our statement that r1r2 is optimal.

Sink tree
• From the optimality principle, we can see that the set of optimal routes from all sources to a given destination form a tree rooted at the destination.
• Such a tree is called a sink tree and is shown in the diagram below, where the distance metric is the number of hops.
• Since a sink tree is a tree that does not contain any loops, so each packet will be delivered within a finite and bounded number of hops.

Static Routing Algorithms
Some examples of Static algorithms are:
1. Shortest Path routing
2. Flooding

SHORTEST PATH ROUTING
• This algorithm is based on the simplest and most widely used principle.
• A graph of subnet is built, where each node represents a router and each arc represents a communication link.
• This algorithm simply finds the shortest path between the routers so that we can choose it as path.
• The shortest path could be found out by counting the number of hops or by measuring the geographical distance in kilometers.
• Other metrics besides hops and physical distance are also possible. For example, each arc could be labeled with the mean queuing and transmission delay and find the shortest path as the fastest path rather than the path with the fewest
arcs or kilometers.
• The labels on the arcs can be computed as distance, traffic, mean queue length, cost of communication, measured delay etc.
• The algorithm weighs various parameters and computes the shortest path, based on any combination of criteria as stated.
• Examples of Shortest Path Algorithms are : Dijkstra
Algorithm, Bellman Ford Algorithm.

FLOODING:
• In Flooding every incoming packet is sent out on every outgoing line except the one it arrived on.
• The main disadvantage is that Flooding results in vast numbers of duplicate packets, almost an infinite number unless some measures are taken to damp the process.
1. Using a hop count: A hop count may be included in the header of every packet, which could be used to suppress onwards transmission of packets after the number of
hops is exceeds the network diameter.

2. Keep a track of the flooded packets:
• This is done to avoid sending the packets multiple times.
• This can be achieved by having the source router put a sequence number in each packet it receives from its hosts.
• Each router maintains a list of routers and sequence numbers which contains the sequence numbers originating from that router.
• If an incoming packet is on the list, it is not flooded.

3. Selective Flooding:
• This is a more practical approach to flooding.
• In this approach, every incoming packet is not sent on every outgoing line, instead it is sent only on those lines which are approximately going in the right direction.



Applications of Flooding
• It does not have many practical applications
• But it is used in military purposes like flooding a large number of routers to blow them up.
• In distributed database applications it may be used to update all the databases concurrently.

Dynamic Routing Algorithms
• The disadvantages of static routing algorithms described above is that they do not take the current network load into account.
• Following are two Dynamic Routing algorithms
1. Distance vector routing
2. Link state routing

 DISTANCE VECTOR ROUTING:
• These algorithms operate by having each router maintain a table (i.e, a vector) giving the best known distance to each destination and which line to use to get there.
• These tables are updated by exchanging information with the neighbors.
• It is also known as :
1. Distributed Bellman-Ford routing algorithm
2. Ford-Fulkerson algorithm
• In distance vector routing, each router maintains a routing table that is indexed by, and containing one entry for, each router in the subnet.
• This entry contains two parts:
1. First, the preferred outgoing line to use for that destination and
2. Second, an estimate of the time or distance to that destination.
• The router is assumed to know the ''distance'' to each of its neighbors.
• In Distance Vector Routing, a router tells its neighbors its distance to every other router in the network.

LINK STATE ROUTING:
The idea behind link state routing is simple and can be stated as five parts.
Each router must do the following:
1. Discover its neighbors and learn their network addresses.
2. Measure the delay or cost to each of its neighbors.
3. Construct a packet telling all it has just learned.
4. Send this packet to all other routers.
5. Compute the shortest path to every other router.

BROADCAST  ROUTING:
Some applications requires to send messages to multiple or all hosts. This is achieved by using Broadcast Routing.
The following techniques could be used:
1. Flooding
In Flooding every incoming packet is sent out on every outgoing line except the one it arrived on.

2. Multi-destination Routing
• Every packet contains a list of destinations.
• When a packet arrives at a router, it is checked for all the destinations to determine the set of output lines that can be used to reach the destination.
• The router creates new copies of the packet one for each output line and each packet contains only those destinations which could be reached on those output lines. (i.e. the number of destination addresses is filtered out)
• After a few hops each packet will contain only one address like a normal packet.

3. Spanning Tree
• This approach uses the Sink tree for the router that initiates the broadcast.
• Spanning tree is a subset of the subnet that contains all the routers but contains no loops.
• Using this approach the router can broadcast the incoming packet on all the spanning tree lines except the one it arrived on.
• This approach makes excellent use of bandwidth and generates the minimum number of packets necessary to get the job done.
• It is mandatory for the routers to know the spanning tree.
4. Reverse Path Forwarding
• This algorithm tries to approximate the behavior of spanning tree approach when the routers have no information about the spanning tree.
• Mechanism :
When a broadcasted packet is received by a router, it checks whether the same line is used to broadcast packets to the source. Hence the packet has itself followed the best
available path.
In case the broadcast packet arrives at a line other than the one used to send data to the source the packet is discarded.
• Advantages of this approach
1. It is easy to implement and is efficient.
2. The routers do not need to know the spanning tree.
3. There is no overhead involved in maintaining the destination list.
4. No mechanism is required to stop the process (damping like hop counter) as is  required in flooding.

MULTICAST ROUTING
• Broadcast routing has a disadvantage.
• Ex. It can be used to inform 1000 users on a million node network. But this will be inefficient as most of the users will not be interested in the broadcasted message. Also it poses a threat of revealing the message to users who are not authorized to see it.
• Sending a message to a group of nodes in a large size network is called multicasting and the routing algorithms used are called Multicast Routing Algorithms.
• Multicasting requires Group Management.
• It involves methods to create and destroy groups, and to allow processes to join and leave groups.
• It is necessary for the router to know which host belongs to which groups. When a process joins a particular group the router informs its host about this fact.
• Changes in group membership may be communicated either by host to the router or could be queried by the routers to the hosts.
• Each router has to compute a spanning tree that comprises of all the routers in the network.
• When a router receives a multicast packet destined to a group, it will first examine the spanning tree and prune it to remove the output lines that do not lead to hosts that are member to the
group.
• Various ways are possible to prune the spanning tree. 

I. With Link state routing, the routing has information of the complete topology, including the information on hosts and their groups. The pruning begins from the end of the path to the root removing the routers that are not needed for transmission.
II. Distance Vector Routing uses Reverse path forwarding to prune the spanning tree.
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